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SECTION 1

GLOSSARY 

Archive - An archive is a reserved location for a group of files with the intent to preserve the information in those files. Files that make up archives are often stored in what is called a "ZIP" file. A "ZIP" file is a file that contains other files that are compressed to preserve space.  Zip archives are convenient for containing files that you want to preserve as backups or as a convenient way of sending multiple files to someone. 

Automatic Archive - An automatic archive is an archive that is done for you without you having to initiate it or decide which files get archived. 

Backup - In a nutshell, a backup is a duplicate copy of a file or document kept in case the original is lost or corrupted.  There are different types of backups. 

Local Backup - Is a copy of a file or document that is located on the computers hard disk drive. This type of backup provides a minimal guard of ensuring that you have a way to restore your data. This minimal level of safe guard is because if something causes your hard disk drive to fail in your PC, or corrupts your data, you may loose the backup copy also. 

Remote Backup - Is a copy of a file or document that is NOT located on the computers hard disk drive. It is typically located on a removable media like a floppy disk or other removable media, or a network drive (on a server or different computer).  This type of backup provides a good level of safe guard of ensuring that you have a way to restore your data. This increased level of safe guard is because if something causes your hard disk drive to fail in your PC, or corrupts your data, you have a copy of your information located elsewhere. 

Off Site Backup - Is a copy of a file or document that is located in a location other than physical building that your PC is. It is typically a copy on removable media that is physically transported to a different geographical location, like a different office, safe deposit box, or a friend’s house.  This increased level of safe guard is because if the building where your PC is burns down or is robbed you have another copy located in a different building. The chances of both locations burning down are unlikely.  You may think this is off site backup is going too far, but if you have put years of work into something it can be well worth an off site backup. 

Note: It is a good idea to keep old backups. The older copies provide a history reference that can be helpful. And, if something is wrong about a recent backup, you will have an older copy to go back to. 

Contingency Plan: documentation describing the actions needed to allow business operations to continue if a primary facility, personnel, systems, networks, etc are unable to operate. A Contingency Plan is not commonly put into effect during events such as power outages, unexpected systems shutdowns, fires, floods, hurricanes and other natural disasters.

Corrective Action:  An action taken during or after an incident to mitigate further damage, prevent further attacks, repair damage, and/or punish perpetrators. 

Data – representations of facts, concepts, or instructions in a manner suitable for

communication, interpretation, or processing by humans or by automatic means. Data

can be in the form of files in a computer’s volatile or non-volatile memory, or in a data

storage device, or in the form of data in transit across a transmission medium.

Files: A collection of data, which is designated by name and treated as a single unit by a user or process.

File Extracting - Is the process of removing files from an archive (ZIP) file.  This "remove" is a non-destructive move. (i.e. a copy of the files still exists in the archive). 

File Types - A file type refers to the type of information that a file contains (i.e. document, spread sheet, data base, picture...).  To identify a file as a particular type, the computer uses a file extension.  A file extension consists of the characters after the '.' such as ". doc", ".txt", ".xls", ".bmp"... 

Incident: Any real or suspected adverse event in relation to the security of computer systems and computer networks.

Incident Handling: Actions taken to protect and restore the normal operating condition of computes and the information stored in them when an adverse event occurs; it involves contingency planning and contingency response 

Information system is composed of a collection of hardware, software, information and the interconnections between these components.

Information Resources (IR): any and all computer printouts, online display devices, magnetic storage media, and all computer-related activities involving any device capable of receiving email, browsing Web sites, or otherwise capable of receiving, storing, managing, or transmitting electronic data including, but not limited to, mainframes, servers, personal computers, notebook computers, hand-held computers, personal digital assistant (PDA), pagers, distributed processing systems, network attached and computer controlled medical and laboratory equipment (i.e. embedded technology), telecommunication resources, network environments, telephones, fax machines, printers and service bureaus.  Additionally, it is the procedures, equipment, facilities, software, and data that are designed, built, operated, and maintained to create, collect, record, process, store, retrieve, display, and transmit information.

Backup: Copy of files and applications made to avoid loss of data and facilitate recovery in the event of a system crash.

Offsite Storage: Based on data criticality, offsite storage should be in a geographically different location from the Ministry/Department/ Agency that does not share the same disaster threat event.  Based on an assessment of the data backed up, removing the backup media from the building and storing it in another secured location may be appropriate.

Public Records: Any paper, correspondence, form, book, photograph, microfilm, magnetic tape, computer storage media, map, drawings, or other documents, including all copies thereof, regardless of physical form or characteristics that has been created or received by Government in connection with the transaction of official business and preserved for informational value or as evidence of a transaction. It includes all other records or documents required by law to be filed with or kept by a Department or Agency.             

Self-extracting Archive - A self-extracting archive is an archive where you do not need a program, such as the File Archiver, to extract the files contained within the archive. A self-extracting archive typically has a small program contained within the archive that allows the files to be extracted.  A self-extracting archive typically is an .EXE file. Using a self-extracting archive is useful to send archived files to someone that does not have an archiving program. 

Vendor: someone who exchanges goods or services for money.

Zip file - A file that contains other files that are compressed to preserve space.  Zip archives are convenient for containing files that you want to preserve as backups or as a convenient way of sending multiple files to someone.  It is a very common format for an archive to be in. 

DEFINITIONS:

Back-up - A copy of data from an original electronic source transferred to a separate medium (CD, tape, disk).   The purpose of back-ups is to restore information lost as a result of purposeful or inadvertent user action or system failure.   Example:   Daily and weekly backups of an entire system. 

Retrieval Storage (Archive)  - The movement of data from its original source to a separate medium (CD, tape, diskette).  The purpose of retrieval storage is to move data no longer needed on a day-to-day basis to another location from which it can be retrieved at a later date, if needed.   Example:   Movement of dated transaction files to CD or all data from a completed research trial to zip-disk.

Retention policies - Legal requirements or policies dictating that records of specific types be maintained in retrievable form for a specific period of time. The purpose of retention policies is to maintain an audit trail or history of information.   Example:  Specific personnel records must be retained for X years.   Refer to the ISU Record Retention Schedule available from the Provost's Office.

Local disk - Data storage on a personal PC managed by the user.   Data on local disks may or may not be backed-up.

Remote disk - Data storage on a server managed by a server administrator.  Data may be transferred to the remote disk by user action or by automatic process.   Data on remote disks may or may not be backed-up.   

Deleted files - When a user deletes files, the files are moved from the active area of either the local or remote disk to "trash".    Any files that exist in trash continued to exist until the user empties the trash.   Any backups that take place while files remain in trash will be copied to the back-up tape along with all other active files.  So while the user believes the file has been deleted, it will continue to exist until the trash is emptied and all backup tapes have been rewritten or destroyed.     

Business files - official files associated with the business processes of the unit. Examples:  purchase requisitions, personnel notices, etc.

Personal files - non-official files created and/or used by an individual as part of their work.   Examples:  email, spreadsheets, informal memos, etc.

Lifetime of files - The lifetime of files on local, remote, or retrieval storage is subject to the practices of the individual and/or the administrator of the remote server. Unless deleted, files exist indefinitely. 

To back up data is to copy them to another medium so that, if the active data are lost, they can be recovered in a recent if not completely current version. Backup is primarily intended for disaster recovery, and the assumption is that in most cases the backed-up data will not be read.

To archive data is to move them to another medium for long-term storage. Archive is intended for the storage of data that do not need to be kept immediately accessible, but which may possibly be needed at some point in the future.

The distinction between backup and archive is not absolutely clear: if data are backed up, and then subsequently the original, more accessible copies are deleted, the backed-up copies effectively become an archive. (Large structured repositories of data of a particular type or subject matter, with advanced mechanisms for searching and retrieving data, are also called archives. The National Archives is a prime example. This document does not cover archives of this sort.)

INTRODUCTION

When a computer security incident or other unforeseen event, including natural and human-caused disasters, occurs that results in a loss of data, recovery from the incident or event requires up-to-date backups and proven methods of restoring the data. This section contains guidance on the categorization, frequency, type, handling (e.g. log books, labelling), storage, and retention of backups for both critical and non-critical systems with the public service. The intended audience includes managers and LAN and System Administrators, individual users and other persons who depend on stored data to effectively dispense their mandate to the general public in Saint Lucia. The guidance includes backup advice, the backup services, and procedures currently in place within some Departments of the public service.

Because of the continuing growth in the use of computer networks within Government Departments the following Backup Policy for Government data is been formulated to guide Government Departments as to the security and retrieval of data required for the effective operation of Government Departments. Disaster recovery starts with a plan. Despite the widespread reports of disasters affecting private sector companies’ data many public sector agencies and Departments remain indifferent towards the implementation of any disaster recovery plan. Government’s job is to be prepared to open with essential services as soon as possible after a disaster.  

Losing the capability to retrieve and process information maintained electronically, or in the more traditional ink-on-paper formats, can significantly affect an agency’s ability to accomplish its mandate. Government Departments should have procedures in place to protect information sources and minimise the loss of use and also procedures to periodically review data backup provisions. Data backup plans should be tested and reviewed periodically to determine that they will work as intended and when needed. 

As more organizations store information electronically, a common understanding of what is needed and required in securing Information [digital and non-digital] resources is needed. This document provides a baseline that organizations can use to establish and review their data backup plans. The document gives a foundation that organizations can reference in preparation for unforeseen circumstances. 

BACKGROUND

Government’s information for the public is increasingly and rapidly being discontinued in ink-on-paper, microfilms, and other pre-electronic formats and medium, and instead is being progressively made more and more available in electronic formats and other medium-especially on-line using the internet. The traditional and conventional method to organize large quantities of related information was to organize it all into bibliographic systems, filing systems, record keeping, document collections and publication depositories, generally developing into hard to retrieve ‘paper mountains’. Most Government Departments in Saint Lucia have some combination of the traditional method and the modern electronic method.

Government Ministries/Departments/Agencies own the data that it collects and has responsibility for its management, storage and retrieval as mandated by the Staff Orders of Saint Lucia. This document provides a framework for ensuring that information collected by Government Ministries/Departments/Agencies is protected during a disaster and is available for use after an unforeseen circumstance.

These backup guidelines being developed are to support Government Departments in preserving the confidentiality, integrity, privacy and availability of its Information Technology and ink-on-paper assets. 
· Ministries must development, document, exercise and maintain backup and recovery procedures to ensure that information assets are recoverable. 
· Ministries must develop, document, exercise and maintain an Information Disaster Recovery plan. 
· Ministries/Departments must ensure that media is protected from damage, alteration, theft, loss or unauthorized access.
· Ministries/Departments must have a schedule for performing regular back ups. The frequency of backups depends on the value and sensitivity of information that has to be protected. 
· Backups must be tested to ensure that the backed-up information is recoverable. 
· Backup procedures must include lists of IT assets backed up, the specific media used and recovery processes. 
· Backup documentation, procedures and media must be protected at a level commensurate with the value and sensitivity of the backed up information. At least one current backup copy (including documentation) must be placed in a geographically separate location.    

Why do we backup:

· Because unexpected things can happen

· Potential for natural and human-caused disasters (fire, flood, hurricane, earthquake)

· Hardware failure

· Software corruption

· User error

Why people neglect doing backups

· They don’t understand how important the data is, because they haven’t encountered a disaster 

· They don’t know how to perform backups

· They forget to do backups because they don’t have a routine for the function

· Performing the backup is a time consuming and bothersome chore

· Public servant apathy: believing that the data collected does not belong to them 

· Lack of ownership: data collected does not influence their daily existence.

Reasons for backup and archive

The primary reason for backing up data is to keep copies in case of disaster, for example catastrophic software failure that destroys data, hardware failure of a computer making data inaccessible, or environmental damage to computers and hard copy documents such as fires, floods, earthquakes.

Backups of the data on central servers are created in case of a disaster affecting the servers or databases held on them. They are not intended for recovering individual files or emails belonging to particular users. The backups are structured in the most efficient way for recovering complete systems or databases. This makes them unsuitable and cumbersome for recovering individual items. Individual users need to make their own backups to protect their own data from loss.

Archive, as explained above, is the storage on slower and less accessible media of data that are not needed to be immediately accessible. Through the Saint Lucia National Archives, Government provides a central service for the archiving of miscellaneous electronic data and ink-on-paper documents with historical value.

Data may be archived (via the backup mechanism) to help subsequently not in recovery but in monitoring, as part of the management of the service. Typically this will be logging data.  It may become a legal obligation for Government Ministries/ Departments/ Agencies to maintain archives of content or logging data for a certain minimum period of time, in case of subsequent demand by authorized government agencies, particularly the Audit Department. The Staff Orders, section 5.10 [See Appendix 3] sets out the timetable for the preservation and destruction of official Governments documents, however this documents seeks to set a comprehensive timetable for the backing up and subsequent destruction of both electronic and the more traditional ink-on-paper formats.

Retaining Backup Copies of Electronic and other Data 

Backing up digital communications, data, and other electronic files is an essential IT practice to insure against the loss of valuable information.  The purpose of back-ups is to restore a system to a current state (as of the date of the most recent back-up) in case of system failure, or to restore individual files inadvertently deleted or lost.   Back-up media is not intended to serve as short or long term storage of information. Retrieval or archive storage is a separate process used to remove or duplicate files from an active system to another system or digital media for short or long-term storage.  

The purpose of this section is to establish a limit on the length of time backups are maintained and to encourage units to distinguish between the purposes and practices of backing-up data vs. retrieval or archive storage of data.

Back-up procedures should be established to maintain data long enough to provide a reasonable level of insurance against major data losses.  Procedures should be based on the nature of the data, the volatility of the data, etc., and should also be carefully coordinated with retrieval storage practices. 

Files/ ink-on-paper documents/electronic data collected by respective Government Ministries/ Departments/ Agencies on behalf of the Government of Saint Lucia remain under the jurisdiction and responsibility of the individual user and department.   Such files must be maintained in a retrievable form independent of back-ups.   Although individual Ministries/ Departments/ Agencies may have their own retention policies for data collected it must be noted that back-ups are intended to restore files not to maintain them for long-term use.  

Retaining Data on Paper Records

Records are indispensable to the efficient and economical operation of Government. They serve as the Government memory; they are evidence of past events and the basis for future actions. When created, maintained, and disposed of in a systematic and orderly fashion, such public records are a tremendous asset. However, when such public records are treated in a haphazard, disorderly manner, they can reduce the effectiveness of the organization and increase its cost of operations substantially.

Government institutions have to manage large volumes of records in a variety of formats, paper, photographs, microfilm and other less familiar forms such as rocks, minerals and so on. Many of these records need to remain accessible over time and those having archival value need to be transferred to the National Archives for permanent storage. A large percentage of these records, however, often have no enduring business or historical value, and need not be kept by your department.

Recent advances in Information Management (IM) are providing an improved foundation for effectively dealing with records as government moves into the future. But many government institutions have significant backlogs, called "paper mountains", of stockpiled records, in all formats, stored in various locations. How do they deal with them? 

The National Archives should initiate post-haste a comprehensive program designed to help Government departments clear their ‘paper mountains’. This initiative would allow Government Departments/Agencies to reduce the backlog of paper and other records that have not yet been disposed of, preserve important records of the Government of Saint Lucia, provide access to still-useful information, and eliminate thousands of useless records.

How do Paper Mountains build up? 

Vast stores of records usually build up as a result of: 

· Lack of resources inside the department to manage records 

· Absence or poor implementation of effective Information Management (IM) policies and procedures 

· Inability to distinguish historical records from those with temporary value, so that everything is kept 

· Low awareness of the importance of good IM practices 

· An overwhelming volume of older stored records 

· Staff changes that leave the context of many records unknown 

· Absence of a disposition authority from the National Archives or the Ministry of the Public Service that allows for destruction of records 

What would clearing a Department’s paper mountain do for them?

Clearing a department's paper mountain can help: 

· Contribute to better overall Information Management (IM) processes 

· Increase access to operationally important records 

· Reduce costs by eliminating unnecessary storage facility use 

· Clear the way for immediate destruction of records that are non-essential 

· Preserve and protect records of historical and archival value 

· Create physical space

How do Departments/Agencies clear their paper mountains?

The process for clearing Paper Mountains is as follows: 

· You define and size your mountain, and then develop a plan to clear it. 

· With the National Archives and the Ministry of the Public Service, review the provisions of the Public Service Staff Orders which outline the types of records and information your department manages, and which provide timetables to guide your department's records disposition program. 

· Where needed, individual departments should create, in conformity with the provisions of Section 5.10 of the Staff Orders, their own disposal schedule to ensure that each department has a comprehensive and logical information disposal timetable. 

· The National Archives and the Ministry of the Public Service can then provide guidance, and shares best practices and lessons learned from its experience with clearing paper mountains in other departments. 

The National Archives encourages and supports your IM program 

The National Archives and the Ministry of the Public Service should then develop with government departments and agencies to advance Information Management Systems to help organizations avoid future backlogs. Similarly, the Ministry of the Public Service and the Office of Public Sector Reform should seek to strengthen Government department's Information Management practices, addressing all stages of their public records and information life cycle to ensure that Government Departments are operating optimally. 

Overview

A disaster is any event that will significantly -- and negatively -- affect the institution's operations.  Examples of "traditional" disasters include fires, floods, hurricanes and earthquakes. Examples of "non-traditional" disasters include terrorist strikes, toxic waste dispersions, computer system crashes and labour strikes. 

Losses caused by a disaster are often disproportionately costly in relationship to the size and complexity of the actual event -- and many of the losses are preventable. Disasters actually result from three (3) types -- or combinations -- of incidents, caused by:

· Natural or cataclysmic events (e.g., earthquakes, fires, floods and storms); 

· Human behaviour (e.g., robberies, bomb threats, acts of arson, hostage events or transportation strikes); and 

· Technological breakdowns (e.g., power outages, computer crashes and virus attacks). 

What Should A Disaster Recovery & Business Resumption Plan Do?

This is actually a two-part exercise:

"Disaster recovery" is the process of restoring the entire institution's ability to operate; and 

"Business resumption" is the process of re-opening each of the institution's components -- and testing and revising the process based upon the results. 

So what is disaster recovery planning supposed to do for the institution? It's all about:

· Making do -- with whatever's left; 

· Buying time -- time to: 

· Recover from the initial impact; 

· Restore basic operations; 

· Resume normal operations; and 

· Replace damaged equipment & facilities; and

· Redundancy -- a duplication of critical people, places and things. 

What is the institution's Disaster Recovery & Business Resumption Plan supposed to do for the community? It's all about:

· Stability -- ensuring the survival and livelihood of at least its own personnel; 

· Appearance -- remaining a visible and integral part of the community's infrastructure; and 

· Cash flow -- using the institution's operations and resources to: 

· Store, transport and disburse cash; 

· Negotiate payable instruments; and 

· Accept deposits 

Usual security and operations policy and procedures are simply not enough to adequately protect your personnel, customers and other persons, facilities, assets and records from disasters -- and the predictable aftermath. Targeted techniques that work well for natural or cataclysmic, human-caused and technological disasters are necessary create a consistently safe and secure working environment within the entire institution -- and to close the "windows of opportunity" to losses often caused by:

•
Mistakes; 

•
Miscommunication; 

•
Misunderstandings; and 

•
Criminal acts.

National events occurring daily demonstrate that it is not a matter of if -- but when -- a disaster will significantly affect your institution's operations. This will naturally cause an interruption of customer services. And your customers will need your services during a disaster. Consider that -- if a natural, technological or human-caused disaster strikes your institution -- are you now prepared to successfully:

· Insure the continuity of organizational leadership and the effective management of all personnel, functions, facilities, assets and records? 

· Notify your employees of new work locations, telephone numbers and critical persons to contact -- and of changes in the organization's leadership structure, duties and responsibilities and safety concerns? 

· Notify your customers of new business locations, telephone numbers, critical persons to contact and the evolving customer service changes? 

· Notify your vendors and service providers of new delivery schedules and locations, critical persons to contact and order new equipment and supplies? 

· Recover your critical hard-copy documents, such as contracts, charters, licenses, accounting records and other printed business records? 

· Recover your computerized data files, such as accounting and inventory programs, personnel, member and vendor databases and word processing files -- such as form letters, marketing and advertising information and general correspondence? 

No one is exempt from a disaster, and most people are unprepared if a disaster erupts. We should prepare as if the disaster will exceed our ability to respond effectively. In other words, prepare for a "worst-case" scenario. 

What Are The Best-Recognized Types Of Disasters?

A disaster may also result from a sudden, unexpected occurrence that poses a significant threat to the institution's personnel, customers, facilities, assets, records, or its delivery of services. These events are categorized as:

Localized (e.g., likely to affect only the institution); 

Community based (e.g., likely to affect an expanded area contained within a three-mile radius from the disaster epicentre); 

Nationwide based (e.g., likely to affect the entire Country). 

What Are The Most Commonly Reported Disasters?

The most common -- and preventable -- disasters for which insurers pay often unnecessary claims each year are caused by:

· Fires; 

· Water leaks; 

· Power outages; 

· Virus attacks; 

· Premises liability issues; and 

· Human errors. 

What Will Likely Happen During A Disaster?

The key to recovering successfully from a disaster is to have a plan in place when the disaster strikes -- a set of simple, effective guidelines and procedures for all people to follow. Just as a ship without a rudder is at the mercy of the tides, an institution without a plan is at the mercy of events. 

Human beings often make inappropriate decisions during a crisis. If we have a plan for coping with most emergencies already prepared and shared with others, we stand a better chance of surviving any emergency and recovering rapidly. A contingency plan helps an institution respond to a regional disaster that follows this logic:

· It is not a matter of if -- but when -- a disaster will occur; 

· The effects of a disaster will likely exceed the community's and the institution's response capabilities; 

· The evolution of events following a disaster will be predictable and cyclic; 

· The community and the institution will likely be without outside help -- including emergency services agencies, vendors and service providers -- for 11 - 14 days, including 

· Basic emergency and transportation services, such as police, fire and medical assistance, and both public and private forms of transportation: Routine calls for service may not be answered -- and the agencies' priorities will likely involve life-threatening or life-saving situations only; 

· Food and survival supplies: Deliveries to food stores and hospitals may be interrupted or hijacked -- and citizens will immediately strip stores of existing supplies of all kinds, while stockpiling their own reserves; 

· Water supplies and sanitation: Water and sewer pipes may break, crack or clog -- reducing or eliminating water flow; 

· Electrical power: Power lines may be destroyed, overloaded or collapse -- causing every electrically-dependent device to become unusable; 

· Products and services delivered by vendors and service providers: The geographical area affected by the disaster may be closed to outside traffic -- or the vendors will be too busy answering calls for service from other clients who have also been affected by the disaster; 

· Telecommunications services: Telephone trunks and switching stations will become overloaded by people trying to call into or out of the affected area; and 

· Transportation services: Freeways, highways and surface streets will become gridlocked by people trying to get into or out of the affected area. 

· The greatest losses will occur because of the community's and the institution's inability to react to the disaster -- appropriately and immediately; 

· The Prime Minister of Saint Lucia or another competent authority will declare the community a disaster area; 

· Traditional roles and routine activities within the community will be temporarily suspended, causing the reassignment of personnel to fulfil necessary roles and functions, with temporary powers, duties and responsibilities; 

· The institution will not be able to recover or restore all functions at the same time; 

· Only 35% of the institution's staff will likely be available during the first three (3) days following the disaster; 

· Critical people will likely be unavailable; 

· Critical places will likely be uninhabitable; 

· Critical things will likely be unusable; and 

· Employees who are proficient in normal times will likely exceed performance expectations during emergencies. 

What Should Be The Goals of The Continuity of Operations Plan [COOP]?

The three (3) primary goals of disaster recovery and business resumption planning are to:

· Eliminate or reduce the potential for injuries or the loss of human life, damage to facilities, and loss of assets and records. This requires a comprehensive assessment of each department within the institution, to insure that appropriate steps have been taken to:

· Minimize disruptions of services to the institution and its customers; 

· Minimize financial loss; 

· Provide for a timely resumption of operations in case of a disaster; and 

· Reduce or limit exposure to potential liability claims filed against the institution, and its directors, officers and other personnel. 

· Immediately invoke the emergency provisions of Disaster Recovery & Business Resumption Plan to stabilize the effects of the disaster, allowing for appropriate assessment and the beginning of recovery efforts. We then minimize the effects of the disaster and provide for the fastest possible recovery. 

· Implement the procedures contained in the Disaster Recovery & Business Resumption Plan according to the type and impact of the disaster. When we implement these procedures, we must prioritize all recovery efforts as follows:

· Employees: Not only must we help to ensure their survival as a basic human concern, but because of their anticipated performance in helping other persons on the institution's premises when the disaster strikes; 

· Customers: As we do with employees, we must help to ensure the survival of or care for customers affected by the disaster: physically, mentally, emotionally and financially; 

· Facilities: After ensuring the safety of employees and customers, we then secure each facility as shelter for both people and assets; 

· Assets: Conducting a damage assessment will determine which assets have been destroyed, which ones are at risk and what resources that we have left; and 

· Records: Documenting the disaster and the actions taken by the institution's personnel -- when combined with comprehensive videotapes of facilities that are obtained during routine facility inspections -- reduce the likelihood of legal actions while helping to assess the responsibility for losses. 

What Issues Should The COOP Address?

To be effective and to remain in compliance with regulations, the institution's Disaster Recovery & Business Resumption Plan should contain at least:

· The institution's philosophy, mission statement and goals regarding disaster recovery and business resumption; 

· Written and approved executive succession instructions; 

· The appointment of a temporary Disaster Management Executive Committee for the term of the emergency that is empowered to act in the absence of the institution's Board of Directors; 

· Clearly defined guidelines and scope of all disaster recovery and business resumption efforts, based upon a thorough risk-assessment; 

· Clearly defined duties, authorities and responsibilities for each employee classification, with designated primary and alternate department leaders and staff personnel to manage critical functions; 

· A business recovery plan for each branch, department, facility and function within the institution -- and for essential service providers; 

· Designated and equipped sites for assembling personnel and for housing specific operations; 

· A well-documented testing and evaluation process conducted at specified intervals -- and at least annually; 

· A comprehensive training program for all personnel at all facilities, conducted at specified intervals -- at least annually -- that may also include the: 

· Identification and operation of utility shut-off devices; 

· Location of emergency staging areas; 

· Basic first aid and survival techniques; and 

· Emergency responsibilities and re-assignment plans for all positions; and 

· Written copies of the final Disaster Recovery & Business Resumption Plan distributed to branch and department leaders -- including a complete list of appropriate emergency response agencies and facilities. 

PRINICIPLES THAT INFORM THE GUDIELINES

An effective backup strategy will minimize downtime and potential data loss associated with a disaster (e.g. disk crash, virus attack, fire, flood, hurricanes, earthquake). Government Departments should practise contingency planning because it directly supports the Ministry/ Department/ Agency’s goal of continued operations. Each Government Ministry/Department/Agency must have a disaster recovery plan that at least identifies and mitigates against risks to critical systems and sensitive information in the event of a disaster. The plan shall provide for contingencies to restore information and systems if a disaster occurs. The principles underlying the need for a backup policy is rooted in the following core principles:

· Information is a valuable asset. It has value to an organization and needs to be suitably protected

· Information sources must be available when needed. Continuity of information resources supporting critical services must be ensured in the event of a disruption to operations or a disaster which makes critical systems unavailable. 

· Risks to information resources must be managed. The expense of security safeguards must be cost effective and commensurate with the value of the assets being protected. 

PURPOSE AND OBJECTIVES

This backup guideline being developed has several objectives, namely:

· Insure continuity of Government operations as stipulated in Continuity of Operations (COOP) for the Government of Saint Lucia Document Number: 0310 of the Saint Lucia National Emergency Management Plan.

· Protect the safety and integrity of public records

· Assign responsibility for efficient management and retrieval of Government stored data pre and post disaster

· Protect privacy of citizens by ensuring efficient storage of public records

· Reduce the risk of disruptions of operations or loss of information

· Communicate responsibility for protection of information and continuity of Government operations

· Establishment of a plan for restoration of information and operations following a disaster.

· Ensure that all critical computer and network resources can be recovered with minimal impact on required or critical government services. 

· Define the responsibilities of information systems management and users in the protection of information technology resources. 

· Promote the safeguarding of information technology resources in a cost effective manner such that the cost of security is commensurate with the value and sensitivity of the resources. 

STATEMENT  

Security backup files are public records and may not be disposed of, erased, or destroyed without specific guidance from the Ministry of the Public Service, as defined in Section 5.10 of the Public Sector Staff Orders.

Purpose:   

· To establish requirements for protecting Government’s information and the supporting technology, which are valuable assets of Saint Lucia.

· To establish requirements for permitting the recycling, destruction, erasure, and re-use of security backup/data backup files and their media.

Scope:       

· This applies to all public agencies, their agents or designees under authority of the Government of Saint Lucia. Use by Councils, Statutory Corporations and other public agencies are encouraged to the extent allowed by general statues.

· Also to include all persons or organizations that use, process, or store computerized software relevant to official business of the Government of Saint Lucia. 

· Also to include all persons or organizations that use, process, or store non-computerized information relevant to official business of the Government of Saint Lucia. 

The Government of Saint Lucia’s information and information systems are valuable assets that must be protected. Each information asset must be evaluated and classified with protective controls assigned that are commensurate to its established value. Appropriate security measures must be in place to protect all information assets from natural and human caused disasters, accidental or unauthorized use, theft, modification, or destruction.  These measures must ensure the confidentiality (as applicable), integrity, and availability of information assets. Each agency, through its management, is required to protect and secure the information assets under its control. These basic information protection requirements include but are not limited to:

· Identifying information assets and maintaining a current inventory of information assets.

· Assessing the vulnerability and risk associated with information assets.

· Determining the value of information assets to the organization and the business processes they support.

· Providing the level of information protection for information assets that are appropriate to their vulnerability, risk level and organizational value.

· Maintaining a disaster recovery plan and process.

At the agency level, information and the supporting information technology infrastructure identified by management as important to the state’s operations and/or restricted by law must be protected by appropriate security measures.

N.B 
The protection of the Government of Saint Lucia’s information assets is an ongoing process. Efforts to improve information protection processes begin upon approval of this policy with planned enhancements phased-in, as they become available, practicable and feasible.

STRATEGY

Important considerations when developing a backup strategy include, but are not limited to the following:

· The amount of data 

· Where the data is kept i.e. in which files, folders and on which disks

· Sensitivity of the data – greater sensitivity requires increased frequency of backup

· Frequency of change to data: frequent changes require frequent backup

· Complete system backup does not need to be frequent, but it is of great value to have a backup set available in case of a significant or major disaster or if the original software media is lost. This enables the system to be fairly quickly returned to its pre-disaster state.  

· Number of sets of backup media, i.e. tapes or CD’s: it is advisable to have more than one, as both hard disk and backup devise could be lost in one disaster, and as tapes and CD’s can be damaged during use.

· Storage site for backup media: Media need to be protected from fire, water, and magnetic fields. It is advisable to store one copy at a different physical location.

· The need for a permanent archive

· The need for regular verification of the backup system and procedure. Testing of some restored files should be performed regularly.

· The choice of backup media: Magnetic tapes can have capacity of gigabytes; CD’s hold only about 650 MB and thus requires changing during a backup session if this volume of data is exceeded.

· Other considerations to take into account include: the size of files; time of day for backup and duration of backup procedure; redundancy-the number of backup sets desirable.

Development, Objectives, Scope and Implementation

Information technology resources will be protected from loss through comprehensive backup techniques and procedures.  The purpose of this Backup policy being developed is basically to minimize the risk that Government operations would be disrupted resulting from the loss of data or unavailability of computing resources as a result of a human-caused or natural disaster. 

These guidelines provide that guidance and permit the recycling, destruction, erasure, and re-use of security backup files and their media when an agency has implemented a written security backup plan and process that: 

· Documents the procedures that are employed for each records series appropriate to that series’ organizational value and vulnerability. 

· Provides the minimum acceptable capability for recovery of each record series. 

· Provides for the periodic verification that files and/or systems can be restored from the backup media as appropriate. 

Rationale for an Effective Security Backup Policy 

Electronic data and information, as well as stockpiled paper records are assets. Security backups are critical to the survival of electronic data. Human or natural disasters, accidents involving the handling of media, and human error make electronic media vulnerable to damage.

“Versioning” and “Archiving” do not create security backup files. Versioning intentionally maintains copies of data files as the files are changed. Each version becomes a distinct record. Archiving is the process of moving a record from one medium (usually quickly accessible, but fragile) to another (usually more permanent) medium. 

When meticulously planned and properly implemented, security backups make possible the retrieval of lost data and the resumption of system operations. Such procedures are a critical part of computer operations at all levels, especially those involving the storage of long-term or permanent records on electronic media.

Security backups may also be critical to the fulfilment of audit requirements and the maintenance of audit trails in fiscal systems. For many applications, multiple copies and/or generations of backups may be recommended. 

Planning and implementing security backups require consideration of several points: Security backup files are not used as most records are. Backup files are created to protect against data loss. Backup files are typically created according to a schedule or policy; they are created, retained, and then destroyed. Security backup files provide the comfort of being able to, for a limited time, reverse an action that would normally result in the loss of a record. Backup files are created and maintained by the agency creating the original records, or by a separate agency or unit (LAN administration, information technology unit etc.) performing this service. 

Security backup files are records but should always be associated with the records they serve to protect. Since electronic records must be indexed or otherwise made accessible for official use, security backup files will not normally be used to meet records retention requirements. Security backup files are generated expressly for the purpose of restoring computer systems in the event of a disaster or accidental damage. 

The content of security backup files may not be indexed and may not reflect the order, arrangement, or structure of the original data. Security backup files will be found everywhere. Whether done by the originating office or by a separate unit, security backup files should be generated for all but the most transitory of records. 

Three factors determine the quality of a backup policy. There are three attributes that can be used to measure the quality of any system used to create and keep security backup files. 

1. Persistence. This measures how well media are able to store data reliably. Every medium has an error rate; the lower this rate, the better the medium. This base-line persistence can be enhanced by creating more than one copy, keeping copies off-site or at multiple locations, media rotation, and controlling the environmental conditions. 

2. Granularity. Granularity is the frequency with which backup files are made. A system in which backup files are created daily is more current than one in which backups are made weekly. 

3. Duration. This is the length of time backup files are kept: specifically, the length of time after a change is made that allows that change to be reversed. 

Backup policy specifications should be recorded in two ways. 

1. Agencies should document the backup policies they employ or have employed for them, within the rubric of their asset protection documentation. Agencies often employ only a small number of distinct backup policies. Some record series are very important and receive the best care, while other record series are less important and receive less care. Once a policy is established for one record series, it is often applied identically to other records with similar value. Therefore, the most efficient way to document each record series backup policy is first to describe each distinct policy and then to identify to which record series the policy applies. This kind of documentation should be a part of your agency’s asset protection strategy and should be written down. 

2. Each agency should establish the minimum acceptable capability for recovery that must be provided for each record series. Some record series may not warrant an explicit declaration of backup policy requirements. Agencies are, however, required to take proper care of those records that are necessary to the agency’s day-to-day operations. For records that have archival, legal, fiscal, or other value that also requires longevity past the duration of the agency’s normal use, the duration of the backup copies and the granularity with which they are created should reflect the requirements of those values. A system for maintaining security backup files and their associated procedures must be continued for as long as the approved retention period of the original records and data requires. Retention of security backup files for longer than the retention period specified for the original records and data may subject the agency to unnecessary risks. For more important record series, the agency should establish specifications regarding how often copies are carried off-site, when duplicate copies must be made on-site, the type of media to use, and what provisions are in place to verify that files or entire systems can be restored from the backup media. For record series that are stored only electronically and especially for those with enduring archival, legal, fiscal, or other value, then more thorough documentation may be required in addition to the types of specifications already noted. Backup documentation should cover, among others, the elements of granularity and frequency, duplication (if applicable) and frequency, and offsite storage and frequency (how often copies---either duplicate or original security backup files---are carried offsite). 

SECTION 2

IMPLEMENTATION

IMPLEMENTATION: 

The Head of the Department is the person responsible for ensuring security of all Government data stored on both its computer network and through the more traditional stockpiled ink-on-paper document files. HOD may designate someone within the department to oversee the day-to-day implementation of this security and backup policy being developed. Responsibility for the data remains with the Department whether stored on LAN (Local Area Network) within the Department or stored on an off-site mainframe or server. Departments must identify persons with the necessary skills to oversee the implementation and recovery or retrieval of Departmental data stored in either the more modern electronic format or the traditional ink-on-paper document format. Government Ministries are therefore responsible for:

1. Maintain backups of all network infrastructure components (such as firewalls, routers, switches, servers, etc.). 

2. Install patches, and maintains version control to properly manage software configuration. 

3. Maintain network infrastructure component information in electronic and hard copy format, to ensure that in the event of a natural disaster or emergency, systems can be restored to their previous security posture with minimum downtime. 

4. Maintain current, machine-readable data in the event that operating data is lost, damaged or destroyed, or corrupted. 

5. Maintain sufficient current and historical data in machine-readable form at an off-site environment, to support recovery. 

6. Maintain emergency response and disaster recovery procedures. 

7. Periodically review critical backup and recovery plans to ensure continued relevance. 

Individual Departments/Agencies must: 

1. Assign an individual the responsibility and authority for administrative oversight for information technology contingency planning, and backup processing and disaster recovery for the agency. 

2. Develop, approve and publish Department/agency configuration and backup policies, standards, procedures, and guidelines in accordance with published Government-wide directives sufficient to ensure a successful island-wide information resource recovery. 

3. Maintain sufficient current, and historical, data in machine-readable form in a secure off-site to support recovery from the loss of data processing capability. 

4. Provide for a Department/ Agency administrative review of information resource contingency and backup standards, procedures and guidelines in light of technical, environmental, procedural, or statutory changes. 

Individual Users/Clients 

1. Identify critical local information processing resources, systems, applications and data. 

· Ensure that critical data is stored on the server and not on the local hard drive. 

· End-users should develop contingency plans for local standalone application processing resources. 

2. Adhere to Government and Agency policies, standards, procedures and guidelines in support of information resource contingency planning and recovery. 

FILE BACKUP GUIDANCE 

Some organizations make daily backups, but never verify that the backups are actually working. Others construct backup policies and procedures, but do not create restoration policies and procedures. Such errors are often discovered when a hard disk fails, data is corrupted, or after a disaster such as flooding or storm damage has impacted negatively on the Department’s ability to fulfil its obligations to its clients

Another problem involving backups is insufficient physical protection of the backup medium. The backups contain the same sensitive information that reside on the computer and should be protected in the same manner. 

Backups aid in recovering your system in the event of loss of data due to: 

· Security Incidents 

· Denial of Service (DoS) attacks 

· Accidents or other deletion 

· System failures 

· Disasters (traditional or otherwise). 

Backups and associated procedures are critical in times of emergency, support security recovery efforts. For mission critical applications, backup procedures must be formally documented and part of the System Security Plan (SSP). Formal documentation comes in the form of: Contingency Plans (CPs), Disaster Recovery Plans (DRPs), and Business Contingency and Continuity Plans (BCCPs) [See Appendix 4]. The Ministry of the Public Service and the Audit Department should provide mandated IT security audits to verify these contingency documents and review the verification/certification tests. However, the ultimate responsibility lies with the Departmental systems administrator and systems manager to implement and test these procedures. 

Types of Backups 

There are basically three types of backups: 

1. Full. Full backups include the operating system, special programs, commercially off the shelf software [COTS] packages, scripts, and data files. Full backups cover all the data on the system, database, or file, regardless of how much has been backed up during the most recent backup. 

2. Incremental. Incremental backups contain a copy of only files that have changed since the previous backup. Be aware the there are two types of incremental backups (since the last full backup, and since the last incremental) and they vary by length and affect the backup and restore times. 

3. Special/Custom. Special or custom backups are usually created for special circumstances like system reconfigurations and special applications. 

Backup Guidelines 

Backups for mission critical applications must be made at least daily. The minimum requirement guideline is to perform full backups weekly and incremental backups daily. At least once a month the backup media should be verified by doing a restore for selected files to a test server to verify that the data is actually backed up accurately, not corrupt, and can be restored. 

The following rules describe how to develop a complete, recoverable, and organized backup environment: 

1. Establish backup frequency commensurate with the risk and criticality of the data. 

2. Create backups on a regular schedule. 

3. Establish, maintain, and review logs of backups. 

4. Make sure special files (e.g. hardware drivers) are backed up. 

5. Use relative pathnames for backups. E.g. for UNIX relative pathnames begin with a / or a directory name as opposed to /. It sets the path based on the current directory as opposed to the absolute pathname that must align itself only to the root. For Windows applications full pathnames should be avoided because the information would provide an intruder the exact location of the application, control files, and/or data. 

6. Maintain physical security of the backup tapes. 

7. Rotate the backup tapes/media (i.e. Don’t use the same media every day). 

8. Have a boot diskette in case of an emergency. 

9. Have a copy of the restore utility on the bootable media (diskette or CD). 

10. Backup file systems separately (e.g. / and /u on UNIX systems). Use separate disk drives if possible and have on a removable media. 

11. Ensure data can be easily restored when necessary by verifying the backup data (i.e. periodically restore to a test machine, or verify with appropriate software scanning/testing tool). 

12. Keep backup logs of file information (i.e. file list with date of each and label of tape) and backup errors, if any. Also record/track what was done in response to errors. 

13. Label the backup tapes with date of backup, backup level, file systems backed up, sensitivity level, and any other pertinent information. 

14. For mission critical applications keep off-site copies in a secure location. Not only mission critical applications but also a copy of all backups should be kept off-site. 

15. Backups should be encrypted whenever possible. 

16. Replace backup media on a regular basis (at least yearly) 

17. Ensure that up-to-date Antivirus software is running and that all files backed up are virus free. 

Areas of Concern 

There are four main areas of concern: 

1. Mission Critical Systems. In general, mission critical systems within the Public Service are described as ones where their loss or compromise could: 

· Potentially cripple the operations of the Government service, e.g. Ministry of Finance (Accountant General’s Departments, Customs & Excise Department)

· Adversely affect the ability of central Government to dispense its services to the populace e.g. Ministry of Health (Victoria Hospital, District Health Centres), Ministry of Communications, Works, Transport & Public Utilities 

· Jeopardize the ability of Government’s central and critical departments from responding during an emergency, e.g. Service Department, Police, NEMO etc. 

The following backup guidelines apply to mission critical systems: 

· Make daily backups. 

· When storing backup tapes off-site make certain the site is geographically removed from primary site. 

· When storing tapes on-site put them in a locked fire and waterproof container. 

· Store backup media in an environmentally safe and locked location/room. 

· Verify the media regularly by doing validation tests and restoring media to test sites. 

· Encrypt the data on the backup media if it contains sensitive data.

· Perform background checks on personnel that will be handling backup media for highly sensitive or mission critical systems. Background checks are required by regulation for all IT staff whether Government or Contractor. 

2. Servers (web, file, printer, e-mail, etc.). 

The following guidelines will ensure an environment that is quickly recoverable: 

· Perform a full backup every time a new installation of the operating system or new application occurs. The backup must occur after configuration modifications have been completed, patches have been applied, and the system is functional. Also, consider making backups in a step fashion if the installation is long and complicated so reduce the effort in re-work should problems arise. 

· Save several generations of backup so that you can go back to a previous installation if problems occur. 

· Full data backups should occur at least weekly. Save at least the previous 3 weekly full backups before reusing the media. 

· At least 3 monthly full backups should be saved before reusing the media. (This will enable you to be able to restore back if you should find problems with restoring more current backups.) 

· Incremental data backups should be conducted daily. 

· Each day should be backed up on a different media. 

· Server log files should be stored on another machine. 

· Encryption should be considered when backing up sensitive data. 

· Backup media should be stored in a secure location in a fireproof and waterproof media container. 

· Previous weekly and monthly backup media should be stored in a geographically separated offsite location whenever possible. 

· Ensure that data backups are synchronized for database systems (which have multiple files) and for systems that span multiple platforms. 

3.  User workstations. 

The following guidelines are recommended for user workstations: 

· Backups of COTS software consist of the installation diskette or CD-ROM. Copies of the COTS (including operating systems) software should be kept in a fireproof and waterproof container (preferably off-site), making the need to back up software unnecessary. Users should be encouraged to put data they need on a file server which would be backed-up as described above. 

· It is the user’s responsibility to backup data stored on the hard drive. 

· Users should on a regular basis copy data stored on a hard drive to the network so that it can be backed up. 

· If data resides on a diskette and was used on a machine outside of the respective Government Ministry/Department/Agency , use anti-virus software to scan the disk prior to using it to prevent accidental infection of the workstation. 

· For Windows 2000 or Windows XP, backup data software is available under Start/Programs/Accessories/System Tools/Backup/Backup Wizard. Whenever possible, this backup should be made to either removable media or another system or the network. 

· Anti-virus software should be kept up-to-date. 

· Anti-virus software should be configured to automatically scan media before loading. 

4. Computer. 

Laptops are more portable than desktops and because they are more likely to be stolen, lost, or damaged the following guidelines apply in addition to the user workstation precautions: 

· Sensitive/critical data files should not be kept on the hard drive but on removable media that is regularly copied to a file server for backup. 

· COTS and operating system software should follow the same guidelines as mentioned in the user workstation section. 

· Data should be stored encrypted. 

· Never keep the only copy of sensitive data or information on a laptop. 

· Users are responsible for making backups of their data. 

· Diskettes used to store/move files should be scanned for viruses’ prior to use. 

· Prior to connecting to any Government network you should scan the machine for viruses to verify that the laptop has not been infected. 

Backup advice for UNIX machines can be found at: 

· Making Backups and Restoring (UNIX) – Provides descriptions and examples of the basic utilities as well as specific backup utilities, tips, and quirks for HP, SGI, Solaris, and Linux. 

· Performing Backups and Restoring Files (UNIX - GNU tar) – This site focuses primarily on developing scripts and the ‘Tar’ and ‘Dump’ utilities. 

Backup Schedules and Retention 

Before deciding on a schedule for making backups a variety of considerations must be taken into account: 

· Type of backup – Full, incremental, or special/custom. 

· Sensitivity level – Low, Moderate, or High. More information about the sensitivity levels can be found at - http://irm.cit.nih.gov/policy/DHHS_SecLev.html 
· Criticality of the system - Low, Moderate, or High. More information about the criticality levels can be found at - http://irm.cit.nih.gov/policy/DHHS_SecLev.html 
· User requirements – E.g. send to off-site storage. 

· Timing of the backups – End of day, end of week, end of month, quarterly, etc. 

· Storage media and hardware to be used – E.g. Zip drive, CD-ROM, diskette, DVD, etc. 

· When to send backups off-site 

· Daily responsibilities and work schedule 

· Automatic runtime (batch) scripts – Decide and develop scripts that will simplify the backup process. 

· Physical labelling. Backups with sensitive data must have labels that indicate special handling. 

· Storage location – Fireproof and waterproof media containers recommended. 

· Tape/media log books – Contains a record of what was backed up, when backups were taken, by whom, and the type of backup. 

· Location of system audit logs files. It is recommended that logs be contained on machines other than the one the system is located on if possible. Additionally configuring multiple machines to have one common file would simplify review of the logs. 

· Reference documentation/procedures for all shifts 

· Quantity of backups required (How many used and unused on hand?) 

· Re-use of media (i.e. planned obsolescence) 

· Whether the data should be encrypted - Files may already be encrypted as part of the application’s requirements, or they can be encrypted before making backups. 

Media Storage: 

Backups can be made on a variety of media: tapes, CD-ROM, diskettes, cassettes, Zip drives, etc., but whatever the media it is recommended that they be stored in a waterproof and fireproof container in secure location or locked room. A well-protected environment is essential for mission critical tapes and systems that require many backup media (i.e. an off-site tape library). If secure containers are not available, the backup media should be kept in a locked room. Critical files must be easily identifiable and housed in something that can easily be carried in the event of a fire. 

Fire drills should reinforce this practice. Also, individuals who have access to mission critical or highly sensitive backup tapes must have their backgrounds checked. (Background checks are required by regulation for all IT staff whether Government or Contractor). Backup media that is no longer used should either have the media sanitized or destroyed. 

Testing, Data Recovery, and Certification 

Going through the motions of making backups without knowing if they are usable is an exercise in futility. To prevent this from happening, the backup media must be periodically tested to ensure its usability: 

· For servers it is recommended that backup tapes be recovered on test servers. Regular testing is recommended. It is not uncommon to find that the backup media is not current or empty because (1) the hardware or software wasn’t functioning properly, (2) the hardware mechanism hasn’t been cleaned regularly, (3) the storage media has been re-used too many times, or (4) the storage media has outlived its life expectancy. 

· For other environments (such as mainframe), the off-site location should be used. Software that scans/reads tapes can alternatively be used when available for both server and mainframe tapes, if available. 

· For mission critical systems, the tapes and off-site backup equipment must be fully tested at least annually and in accordance with the testing of Contingency and Disaster Recovery Plans. Certification letters/forms that verify recovery tests are required documents for mission critical systems and must be saved for annual federal reviews. 

Now that you know all about the concerns, proper procedures, and types of backups you should revisit you existing procedures to ensure that should you encounter a problem (e.g. lost or corrupted data) you can continue to work after a hopefully minor interruption. Make sure that someone is making backups; you have sufficient backup media, and have planned for their replacement when the time comes. 

Diskettes and other magnetic storage media that contain any government data or software must be sanitized when they are no longer needed. Portable media may be reused after overwriting or degaussing or they should be destroyed. Simply deleting a file is not sufficient to prevent someone from un-deleting the file later. Similarly formatting a hard drive is not sufficient to prevent someone from un-formatting the drive at a later time. Individual Departments should consider implementing a policy whereby backups are destroyed when they are no longer needed. The following web links can be useful in avoiding the numerous pitfalls that occasion Government agencies that rely on data collection and retrieval for the survival and recovery. This is particularly evidenced after a disaster or other unforeseen eventuality:

Backup in a nutshell is therefore a duplicate copy of a file or document kept in case the original is lost, damaged or corrupted.

Eight [8] Steps to Backup & Recovery Planning

Backup and recovery plan development involves understanding the following eight steps and making decisions about how they impact your data backup and recovery needs.

· Understand the causes of data loss. 

· Identify the data that requires backup protection. 

· Rate the level of importance for specific data. 

· Choose and understand your backup software. 

· Establish appropriate media rotation schedules to ensure data redundancy. 

· Define and manage backup hardware and media. 

· Implement an archive policy and manage data archives. 

· Assign backup administrator responsibilities. 

1. Causes of Data Loss

Data on any computer is always at risk. Design a backup plan that you can measure against the following common causes of data loss:

· Hardware malfunction accounts for more than 40% of lost data

· Human error (i.e., accidental file deletion) accounts for more than 30% of lost data 

· Software corruption accounts for almost 15% of lost data 

· Computer viruses account for about 7% of lost data 

· Computer theft accounts for about 5% of lost data 

· Natural disasters account for only about 3% of lost data 

· Employee sabotage also is a growing cause of lost data 

2. Identify Data to Backup

Before you back up anything you need to identify data that needs protection. It is generally not necessary to back up every file. For example, Operating System (OS) software and applications for which you have the original program disks don't need to be backed up (the disks they came on are their backup).

3. Rate Data Importance

There are three basic levels of data importance:

Level 1, Critical (most important) 

Level 2, Necessary (very important) 

Level 3, Valuable (least important, but still requires protecting) 

Level 1: Critical Data. Some data is more important than other data. Critical data is so important that, without it, continued business operations are not possible. Critical data requires the most serious protection. It needs to be backed up continuously, and recovery procedures must be performed in the fastest possible time. Typically, a Redundant Array of Independent/Inexpensive Discs (RAID) meets the need for continuous backup and immediate recovery for critical business data.

Level 2: Necessary Data. In the middle of the importance rating is data that is necessary, such as tax and Customs records. Necessary data requires the same high-quality protection that Level 1 data requires, but does not demand the on-line capability for immediate recovery.

Level 3: Valuable Data. Least important data that is considered valuable enough to warrant protection. Data that is not essential for the continued operation of a business, but still worth backing up. An e-mail address file might fit the level 3 valuable data category.

4. Choosing Backup Software

The safest, most practical and most reliable method of protecting data is to use software designed for the job. Backup software works with groups of files that you define, and it allows you to automate the backup process in a variety of ways. Backup software performs two kinds of basic backup routines:

      Full backup. As the name implies, a full backup is a complete duplicate of a computer's hard disk drive or defined group of files. Files are usually compressed by hardware or software to save media space. A full backup is the simplest kind of backup and provides a complete backup image, making restoring easier and faster. The disadvantage of a full backup is that it takes more time and uses more media than a partial backup. 

      Partial backup. Backup of any new files added to a file group, or of existing files in a group that have been modified since the previous backup. Partial backup is commonly referred to as incremental or differential backup. Partial backups use fewer mediums than full backups and are completed faster. The disadvantage of a partial backup is that restores take longer. A baseline full backup must be performed the first time the media is used; from then on partial backup is performed. 

The cost of backup software, and your investment in the time it takes to become a knowledgeable, competent operator is quickly offset. There is a learning curve to backup software, but it is important that you become a competent, skilled user. Consider the following statistic: More than 50% of company employees assigned to backup tasks misconfigure backup software, leading to irrecoverable data. It's clear that these employees did not understand the intricacies of their backup software.

Backup software alone does not provide a complete solution to the backup problem. If you merely attach a portable hard disk drive to your computer (whether RAID 1 configured, or used with backup software) you are not providing two very important elements of a good backup plan:

· Backup media redundancy.

· Off-site media archive. 

A thorough, effective backup plan provides full protection for your data. Ensuring full data protection requires human intelligence and management. Media rotation schedules must be established, implemented and monitored. Archive policy needs to be incorporated and managed. Backup hardware and software also must be maintained and managed with human intelligence.

5. Backup-Set Media Rotation Schedule

The term "backup-set" refers to a collection of removable media (digital tape, recordable CDs and DVDs, or Zip® cartridges, etc.) used to back up data. Individual media in a backup-set are referred to as members. A backup-set starts with a single member and grows as the amount of data grows. Usually one type of media format is used, but mixing formats also is an option.

A backup-set is used to back up a specific group of files. For example: You might configure your backup software to copy your "Documents" folder to a backup-set that includes 5 Zip® disks (members). A backup-set can include one or more members. To improve data redundancy, introduce multiple members to the backup-set. An advantage of using more than one member is that a backup-set media rotation schedule can be implemented.

A media rotation schedule is a scheme that uses several media members within a backup-set, or multiple backup-sets, to back up a single group of files.

There are pros and cons to any type of backup media rotation schedule. The challenge in developing a rotation schedule that works for you is to strike an acceptable balance between:

· Costs 

· The time it takes to perform backup 

· The time it takes to execute recovery 

· The level of risk you are prepared to live with 

· How you plan and implement your backup media rotation schedule will determine how well your data is protected. In general, the more copies you create and the more recent those copies are, the better the data protection.

The central purpose of a backup and recovery plan is to ensure against data loss. The best insurance coverage requires a backup rotation schedule. With a rotation schedule, a history of file versions is created so prior work can be recovered. For maximum assurance, multiple copies of data stored on unique media formats (tape, optical, etc.) will ensure the reliable recovery of your data.

6. Backup/Storage Hardware and Media

Storage is implied in backup. When you make a copy of data, somehow it needs to be stored. Backup data is stored either on-line (local HDD or RAID) or near-line (Direct Attached Storage) for quick access, or on removable media for off-line storage and archiving. To complicate matters, in technology discussions the term "storage" has multiple meanings and can be used as a verb or noun. When you transfer data to an off-site facility for archiving, "storage" is used as a verb. When you refer to a storage device like a hard disk drive, "storage" is a noun. The term "storage" also can refer to the entire data storage process, which involves a combination of actions and devices.

In general, total cost of data storage is 10% for software, 20% for hardware, and 70% for management of the process. A well-designed and implemented backup plan will reduce management costs.

Storage technologies (procedures and devices) are in a state of constant change, continually raising the bar for faster/cheaper/better data storage. It is important to thoroughly research available technologies to understand the best options for your needs and to keep abreast of new technologies for upgrades to your backup system.

In most cases the backup/storage hardware you choose will dictate the type of media used (e.g., tape drives use tape). On the other hand, if your backup plan indicates that a specific media be used, the media then will dictate the hardware (e.g., If DVD format is used for long-term archiving, a DVD drive is required). One further consideration is creating multiple copies of your data on distinct, unique media formats (CDR, Tape, RAID, etc.). Multiple copies of data on distinct media formats is the most secure method for data protection (it's also the most time consuming and expensive).

Amount of Data to Backup

It is important to choose backup media that has enough capacity to perform a full unattended backup. The need for manual switching of media to complete a full backup is common with less expensive, smaller capacity media. Using media with smaller capacity introduces greater labour costs and increases the margin for human error. It also increases the likelihood that backup will be neglected more often.

An accurate calculation of the exact amount of data you produce is impossible. Further, the amount of data you produce will increase over time (exponentially). A good plan should take future expansion into account.

You can use the following formula to calculate a rough estimate of your backup storage/media size requirements: DDP x DOW x 30 x 12 = AADP Formula Description: Daily amount of data produced (DDP) x Number of days of operation per week, usually 5 or 7 (DOW) x 30 (days per month) x 12 (months per year) = Average annual amount of data produced (AADP).

A high-quality backup software package used in conjunction with a computer that has a recordable CD drive might satisfy the backup needs for an individual or a home office. A small or medium sized business has larger scale needs, requiring a significantly greater investment in backup/storage hardware, software and media.

Additional Backup Methods

Backup Computer/Server. A computer dedicated to backup operations can make operations simpler. A computer used for backup may also have DAS (Direct Attached Storage) device(s) connected to it.

Network Storage Options. NAS/SAN (Network Attached Storage/Storage Area Network) technologies are commonly used by larger enterprises for managing data, often in conjunction with automated tape backup libraries. New lower cost NAS appliances can provide an effective, scalable option for smaller enterprise needs and is worth consideration.

7. Archive Policy

Archiving is the storage of backup data at a secure off-site location, preferably climate-controlled. Documentation describing stored media contents and the restore process should be kept with the media at the storage location. Archive policy also must address standards for media migration (backing up data to new media as the existing media becomes unreliable due to aging factors, and so data remains accessible as hardware technologies become obsolete). Average media migration is every 10 years, depending on media and backup devices used.

Government should look into the possibility of having the National Archives part a more central role in the archiving of documents for the various Departments who have stockpiles of paper mountains and ineffective storage and backup facilities for their electronic data assets. Barring the above the National Archives, NEMO, and the Department of Audit should begin briefing Permanent Secretaries and Heads of Departments thereby providing them with a reality check of the value (cost to them and the public) of different levels of backup protection and not protecting their information assets, which may then encourage them to design a more efficient and workable plan. There are also Internet backup services available that use the Internet to transfer your backup data to secure, remote off-site storage facilities. Using an Internet backup service is a convenient way to incorporate geographically remote off-site storage of select critical data into a comprehensive backup strategy.

8. Backup Administration

The importance of a good backup plan cannot be overstated. Consider for a moment what would happen if the next time you went to use your computer it was gone, and with it all of your data. Statistically, more than 50% of businesses that experience serious data loss never reopen, and 90% are out of business within two years.

Implementation of a comprehensive backup plan is critical, and needs to be supervised. Backup operations quickly can become complex when data to be backed up are categorized with different importance levels, backup windows and rotation schedules (which is why backup administrators at the large enterprise level are so well compensated). Due to the complex nature of backup, someone must be assigned the position of backup administrator. The backup administrator is responsible for ensuring that all aspects of the plan are carried out.

Data Recovery

The purpose of any backup plan is to provide you with the ability to recover lost data. The recovery procedure for all data must be well documented. Step-by-step instructions should be prepared and available to authorized personnel if a restore is necessary, and if the backup administrator is unavailable. A copy of restore instructions also should be kept with archived data at the storage facility. 

Think of your backups as being you

reserve parachute. In the event that

your main system fails, you rely on

your reserve. If your reserve fails,

there is only one way to go….. down!
SECTION 3

Disaster Recovery

Phases of an Incident/Disaster Response Plan                                            
FOLLOW-UP
To review the incident

response process to identify and capture the knowledge  acquired.

RECOVERY & CLOSURE
To restore the affected systems and networks to operational status.

ERADICATION
To resolve the damage and eliminate

all potential causes of the incident.
CONTAINMENT

To stop or limit the extent of the incident

and to determine operational continuity.

DETECTION

To determine whether an incident

has occurred and if so, the nature of

the incident and its impact

.

PREPARATION
To be prepared with a set of established

guidelines, procedures and mechanisms 

for responding to incidents.                                                                            

Detection, Containment, Eradication phases may be repeated until there are no further signs of the incident. 

|_______________|_________________|________________|_____________| …. |_____________|_____________|_→

T0 
             T1                              T2                              T3                               Tn                       Tn+1

Preparation: The goal of this phase is to be prepared with a set of established policies, procedures, and mechanisms for responding to incidents, and to be proactive in preventing them

occurring. Part of handling an incident is being prepared to respond to an incident before it occurs

in the first place. By establishing policies, procedures and agreements in advance, you

provide a basis upon which decisions can be made and responses actioned in an

effective manner. Having a formal incident response plan that is defined and exercised

in advance ensures that everyone understands how security incidents will be handled.

Furthermore, there are many proactive measures you can take that may reduce the

number of incidents from occurring in the first place.

Detection: the goal of this phase is to determine whether an incident has occurred, and if so, the nature of the incident and its impact. Immediate containment is necessary if the incident may cause escalating dame to information assets or computing resources that are of critical business value to your agency or Department. Incident should then be referred to an established Disaster Response Team, who will determine, along with NEMO, if the incident is crisis and what remedial action should be taken.

Containment: the goal of this stage is to stop or limit the extent of the incident and to determine operational continuity. When an incident has occurred and persons notified, steps must be taken to stop or limit the extent of the incident. This can be achieved by exercising tactical precautions to limit the extent of damage caused. Information collection is also critical to this stage, as the information collected will provide the means for resolving and recovering from the incident.

Eradication: The goal of this phase is to eliminate or mitigate the factor(s) that resulted in a

compromise of system security. After an incident has been contained, steps must be taken to completely resolve the incident. This requires a thorough investigation of the compromised systems and networks to determine the attack method used and damage that may have been

caused. To exercise caution and ensure the preservation of evidence, it may be

necessary to reconstruct the compromised systems on a test environment for

investigating the incident. All system backups used to reconstruct the compromised

systems must be protected to ensure the preservation and admissibility of evidence.

Information acquired about the compromised systems and networks must be

consolidated and analyzed. The attacks and potential vulnerabilities used to

compromise the systems and networks may then be identified and eliminated, and the

damage resolved. Compromised systems and networks must be restored using trusted backups and

reliable programs. After recovery, incident response personnel must verify the integrity

of the restored systems and networks using audit information generated during the

Preparation phase. To exercise caution, signs of the incident on similar systems must

also be corrected. Security and detection mechanisms currently installed must also be strengthened to prevent further incidents.

Follow-up: The goal of this phase is to review the incident response process to identify and

implement security lessons learned. It is important that this phase feeds information

directly back into the Preparation phase so that lessons learned as you responded to an

incident result in a more secure operational environment.

As soon as possible after business operations are recovered, all involved parties should

hold a post-mortem analysis and review of the incident response process to identify

what worked well and what did not. Experience must be captured quickly. A follow-up

report, including lessons learned, is the accepted method of protecting the knowledge

so that it can be used in the future.

An executive summary of the incident, including costs and impacts, should be prepared

for management so as to assist them in assessing the cost of reconstituting information

assets and computing resources damaged by the incident. This assessment conveys

the value of an incident response capability, and provides information for revising the

incident response plan and the security policy of the organization.

Why this is Important. If you do not learn from the experience of responding to a

successful intrusion, you will continue to operate at risk and will likely have to deal with

the same or similar type of incident again. Every successful intrusion indicates

weaknesses in your systems, networks, and operations that provide opportunities to

make them more secure. It may also point to an inadequate level of staff preparedness that can be remedied through additional training or other forms of self-development and capacity building.
A Disaster Recovery Plan maps out the process of resuming normal operations, reconstructing or salvaging vital and other important documents, and becomes a guide for all public officers, managers and employees during and after a disaster. A disaster plan consists of two parts. The first part covers the actions that should be taken in advance of a disaster or emergency situation. The other part of the plan focuses on the actions that must be taken after the emergency has occurred. 

The first activity is risk assessment. Risk assessment should include an inspection of the physical storage environment. A written report documents the problem areas that must be corrected. These excellent risk assessment guidelines can be used in the initial phase of disaster planning.  Risk assessment must include electronic records. An agency should analyze system tapes or individual hard drives backup schedules, system password protection, and system anti-virus protection. 

In addition, a disaster plan should incorporate the following: 

· It is important to identify which records are vital in order to protect the documents that are essential for continuing operations. 

· All information collected should be organized and the plan should be written to reflect each possible disaster such as flood, fire, earthquakes, sabotage, computer virus, power outage, bomb threats, etc. 

· It is important to know your internal environment and to assess the facility. 

· Processing procedures should be documented. It is important to know how each staff member performs his/her job and how work flows through the organization. 

· Contracts or blanket purchase orders should be set up with vendors in advance to prepare for disaster assistance. 

· It is important to keep the plan up-to-date. The plan should be updated two times per year. 

· It is essential to conduct staff training in emergency response. 

· Full organizational involvement in the development of the plan is important. 

VITAL RECORDS INVENTORY SHEET 

Along with risk assessment, a Government Department/Agency must identify vital, archival, or long-term records in order to establish priorities for disaster recovery. Part of the emergency planning process may include the reproduction of these records to microfilm and dispersal to a remote location. It should always include the back-up and dispersal of electronic records. 

Which records are most important to save? (Any records marked “permanent” in a retention schedule i.e. master patient index, land records, vital records, historical documents (more than 50yers old), personal files of public officers). 

DISASTER RESPONSE TEAM 

Who will be listed to assist in emergency response? It should include people who are responsible for various areas/units of your facility/agency or departments of your Ministry. The first person on this list may or may not be the disaster recovery coordinator. This list might include the following names and phone numbers and should also include alternates: 

a. The person who will be contacted when disaster strikes 

b. The Director/Agency Head or Administrative Head of Ministry (Permanent Secretary) or Head of Department

c. Disaster Recovery Coordinator 

d. Plant Facilities/Maintenance Supervisor 

e. Records Management Liaison Officer 

f. Local Fire Department 

g. Local Police Department 

h. Department Head list (attach here) 

i. Others: 

Documentation coordinator 

Public Relations Officer

Security Officer 

Salvage and supplies coordinator 

The list should be updated twice per year. Include roles and responsibilities for each title. An updated list of all staff with phone numbers should be included as well as a list of emergency contact people such as the alarm company, elevator installation company, sprinkler company, fire department, plumber, and electrician. 

Follow up Procedures 

Follow-Up

Implemented controls can only work effectively if they are checked, used correctly and any changes or breaches are detected and dealt with promptly. Over time there is a danger or tendency for the performance of the information security plan to deteriorate if there is no follow up or monitoring. The management of information security is an ongoing process that continues after the implementation of the information security plan. All aspects of it should be audited.

The figure below shows the activities involved in this step.
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     Follow-up procedures 

Maintenance

Most controls will require maintenance and administrative support to ensure that they continue to function correctly and meet evolving business needs. The cost of maintenance and administration of the controls should have been considered when selecting the relevant controls. This is because costs can vary greatly from one control to another.

Maintenance activities include:

· The checking of log files; 

· Modifying configuration and parameters to reflect changes and additions; 

· Re-initiation of seed values or counters; 

· Updating with new versions. 

All modifications will require changes to documentation, which must be under formal configuration management.

Compliance Checking

Compliance checking is the review and analysis of the implemented controls. It is used to check whether information systems or services conform to the security requirements documented in the information security policy and information security plan including the documented configuration of individual hardware and software items. Compliance checks may be used to check the conformance of:

· New information systems and services after they have been implemented; 

· Existing information systems or services after elapsed periods of time have occurred (eg, annually); 

· Existing information systems and services when changes to the information system security policy have been made, to see which adjustments are necessary to maintain the required security level. 

The controls protecting the information system may be checked by:

· Conducting periodic inspections and tests; 

· Monitoring operational performance against actual incidents occurring; 

· Conducting spot checks to check the status of security levels and objectives in particular areas of sensitivity or concern. 

Compliance checking should be based on the agreed controls lists from the risk analysis results on the information system security policy, as well as security operating procedures which the senior management have approved, including incident reporting. The objectives are to ascertain whether controls are implemented and used correctly.

Configuration Management

Information systems and the environment in which they operate are constantly changing. Changes can result in new threats and vulnerabilities. 

Changes to information systems may include:

· New procedures; 

· New features; 

· Updates; 

· Equipment changes; 

· New users to include external groups or anonymous groups; 

· Additional networking and interconnection. 

When a change to an information system occurs or is planned it should be managed within the configuration management process. It is important to determine what impact the change will have on the security of the system. For major changes that involve the purchase of new hardware, software or service, an analysis may be necessary to determine the new security requirements. On the other hand, many changes made to systems are minor in nature and may not require extensive analysis. The costs and benefits of any change should be considered.

Monitoring

An essential element in meeting the security objective is to measure, on a routine basis, adherence to the security policy. Monitoring is an important part of the maintenance of information security. 

The management technique for controlling day to day monitoring is to establish and document security operating procedures for the necessary activities. This document should describe all the actions required to ensure that the level of security for all systems and services is maintained. For example, administrative procedures should be established to ensure that attempted and real breaches are investigated on a timely basis, and, where appropriate, that:

· Disciplinary or corrective action is taken promptly; 

· Conditions leading to the breach are rectified. 

Some of these breaches may lead to a reassessment of the security measures and procedures. If necessary, this may result in a change or refinement to the level of security. For example, the agency's security violation reports may indicate shortcomings in the existing security measures, practices and procedures. Or, for example, the periodic test of a Business Recovery Plan, taking into account the security architecture, may reveal inadequacies or excessive delays in the recovery and resumption of processing.

In any event, the effectiveness of the security of information systems must be reviewed on a periodic basis to ensure that the security objective and agency specific policies are being met. Should an agency's responsibilities, for example, be expanded or modified, the relative importance of the information held would require reassessment. Further, if an agency is restructured, the responsibility for information security may require reassessment.

It is important that the design and implementation of measures, practices and procedures for the security of information systems, should be undertaken, to the extent possible, concurrently with the implementation of new information systems. Retroactive implementation of security, once the system is operational, is not only difficult and expensive but may not be as effective.

Incident Handling

No information security system works perfectly all the time. Sometimes there are positive and negative events. It is necessary to document those events and undertake any analysis to determine the impact and what changes or corrective actions may be necessary. 

The purpose of the incident analysis is to:

· Improve risk analysis and management reviews; 

· Assist in the prevention of incidents; 

· Raise the level of awareness of information security related issues; 

· Provide 'alert' information for use by such as computer emergency response teams. 

Related to these, other key aspects that should be considered, include:

· Use of a standard system for classifying security incidents; 

· The establishment of pre-determined plans for the handling of Unwanted incidents when they occur, whether caused by external or internal factors; 

· The training of nominated personnel in incident investigation, for instance to form computer emergency response teams. 

The pre-determined plans may encompass:

Preparation:

Pre-documented preventative measures, incident handling guidelines and procedures, documentation required, and business continuity plans;

Notification:

The procedures, means and responsibilitiesfor reporting incidents and to whom;

Assessment:


The procedures and responsibilities for investigating incidents and determining their seriousness;

Management:


The procedures and responsibilities for dealing with, limiting damage from,and eradicating incidents and notifing higher management;

Recovery:


The procedures and responsibilities for re-establishment of normal service;

Review:


The procedures and responsibilities for post-incident actions,including investaigation of legal implications and trend analysis.

APPENDICES

Appendix 1:

RECOVERY ACTIONS

Water damage to records may be a result of fire control efforts, flooding, hurricanes or other natural and man-made emergencies. The key to salvaging records is using time wisely. 

Key recovery actions include the following: 

1. Follow the Checklist (p.5) in descending order to fulfil initial preparedness. The Medical Record Director/Records Management Liaison Officer (RMLO) and/or sub-liaison Records Officers of respective departments will alert the appropriate staff that live nearby of the disaster and need of their assistance. 

2. Before taking recovery action, make sure that the physical environment has been stabilized. Assume that all records sustained water damaged and handle as little as possible. Even if a record is soaked, most of the writing will likely remain legible. The paper will not disintegrate if the record is not over-handled and proper action is taken immediately. Mold, however, begins to grow on records within 48-72 hours after exposure to water. Once mold begins to form, the chance of information loss and the cost of recovering the records increase dramatically. To control mold growth, it is important to reduce the temperature, reduce the relative humidity, and keep air circulating in the area housing the records. Heat increases the formation of mold. The ideal temperature is between 50° F and 60° F. Relative humidity levels should be at 40%. Dehumidifiers will help achieve this level. To circulate air, fans should be placed throughout the area as soon as it is safe to use electricity. 

3. There are two alternatives to consider when handling water-damaged records. 

A. The records are unsalvageable and should be destroyed. This is an alternative only if they are near the end of their retention period and after consultation with the RMLO or with the custodian of the records. Approval to destroy the records must be obtained from the Public Records Administrator. 

B. The records are salvageable by drying the records. Only a very small number can be dried manually. Freeze drying is the preferred method of drying a large volume of paper records. 

4. If the volume of water-damaged records is manageable, first attempt to air-dry in a space that is cool and dry. Open or fan out the records very gently and place blotter or unprinted newsprint, or paper towels between the pages to assist in drying. Wet paper does not slide like normal dry paper. Trying to open or close a record will likely result in tearing unless handled very gently. Covers should be patted dry with damp mats. 

If air-drying is not feasible, place the records in the freezer. For freezing, wrap in waxed paper or freezer paper. Place the paper every few inches between stacks of documents to facilitate thawing and drying. Small blocks are quicker to process than large blocks. Inventory these records by maintaining a list as the records are removed from shelves/carts and placed in boxes or crates. During shipping, do not place records storage boxes or crates on top of each other. Make sure that care is taken to maintain low temperatures during this transporting period. 

For a large volume of water damaged records, outside freezing and drying services should be utilized after consultation with the agency's insurance agent and agency’s fiscal administrator. Recovery is a two-stage process involving freezing and restoration. It is an expensive process. 

Before thawing, consult an expert or conservator. If the records need to be disinfected or cleaned after exposure to mud or other elements, water damage experts should be utilized in consultation with the Agency/Ministry’s insurance agent, and the Ministry of the Public Service Administrator and/or designee. 

5. Special Handling Needs or Considerations 

A. Books: If rinsing is necessary, hold book closed. If book is partially wet or damp, the book should be stood on its top or bottom edge with covers opened to 90°. Then it should be air-dried. A very wet book should be laid flat on a clean surface. Interleave less than 20% of the book with absorbent material and replace interleaving when damp. If there are too many books to air dry in 48 hours, wrap in freezer or waxed paper. Pack spine down in sturdy containers and freeze. Interleaving is only required if materials are saturated or if coated stock. Coated stock needs to be interleaved between every sheet. 

B. Flat paper: Air dry flat as individual sheets or small piles up to ¼ inch. Interleave and replace interleaving when damp. Do not unfold or separate individual, wet sheets. If there are too many items for air-drying, interleave by groups or individually with freezer or waxed paper. Papers should be packed or files supported and standing up in sturdy containers. Containers should be packed only 90% full. The paper should then be frozen. 

C. Fire-Damaged Records: If the records are irreparably damaged, photocopy and destroy the original after approval by the National Archivist or an appointed Public Records Administrator. If salvageable, consult an outside cleaning service that specializes in handling fire-damaged records. Charred records that are not wet or damp are stable and are not physically a priority. 

D. Photographic Materials: Photographic materials should not be frozen unless they can be professionally dried, since the formation of ice crystals may rupture the emulsion layer and leave marks on the film. Immediate air-drying is the preferred recovery method for all photographic materials. Colour prints cannot be salvaged except by air-drying. Small amounts of prints should be separated and either laid flat or hung to dry. This should be done immediately. 

E. Monochromatic Materials: For emergency stabilization or salvage, wet muddy black-and-white negative film and prints should be kept wet by placing in polyethylene bags. For recovery, the materials should be taken out of the plastic bags and washed in cool, clear water. The materials should not remain in water longer than 48 hours because there is the risk that the emulsion could lift from the backing. Disaster recovery suppliers and services provide emergency service for cleaning and drying black-and-white film of all varieties. Local film processors may be prepared to offer a similar service for microfilm and other film materials. Arrangements for cleaning and drying should be made as soon as possible and the materials should be shipped to the laboratory in cold water. If it will be several hours, it may be necessary to add ice (not dry ice) to the water to keep it cold. If the film or microfilm is a duplicate, recopying is more expedient and less expensive than recovery. If professional drying cannot be arranged, photographic material may have to be frozen. In this event, freezing should be as rapid as possible to keep ice crystal size to a minimum. 

F. Colour Slides and Colour Negative and Positive Film: Unless colour materials can be transported to a professional photographic service within 48 hours after immersion in water, coloured layers will separate, and the dyes will become weak or will be lost altogether. After this time, the best way to save a large collection is to freeze it until special arrangements can be made. 

G. Magnetic Media: Magnetic media must be professionally cleaned and dried before it can be used again. Wear gloves when handling to avoid scratching surfaces. Recovery of water-damaged magnetic media is a risky business with no guarantees. It is better to have important data backed up and stored at an off-site location if retrieval should become necessary. 

H. Audio and Video Cassettes: Many cassettes formats cannot be safely disassembled for cleaning. If more cleaning is required than wiping off the case, the best option is to contact a recovery vendor. The tapes should be removed from the casing, rinsed in clean distilled water, dried with lint-free towels and inserted into a new casing and copied. 

Appendix 2 

Documents Salvage First Aid

[SOURCE: Folk Research Centre Response Plan – 1998]
SEGREGATION OF DAMAGED AND UNDAMAGED OBJECTS

It is very important to separate damaged articles (particularly those that are, or have been, wet) from undamaged objects and try to maintain the status quo for both, i.e. if they are dry, keep them dry; if they are wet, and keep them wet!

If part of the building is secure, assemble undamaged objects there. Try to maintain stable conditions (particularly temperature and humidity) as similar to those that existed before the disaster.

If no part of the building can be secured, protect damaged and undamaged objects alike in situation (where they are) with whatever materials are available (e.g. plastic sheeting) until secure space can be found in another building. Then move the documents as quickly as possible, giving priority to undamaged objects.

WET OBJECTS

Wet or damp objects made of organic materials other than paper:

· Spray with unscented Lysol, if available.

· Bag or lightly wrap in plastic sheeting.

· Place in a cool, well-ventilated place away from undamaged objects.

· Examine them daily for mold growth: if any is found, spray again with Lysol and open the bag to allow slow air-drying.
· Never apply heat to wet organic materials.

·  If in doubt, freeze them.

WET PAINTINGS

* Lay horizontally, face up.

· Support at the corners to ensure air circulation beneath and allow to air dry.
·    Do not remove from their frames. Do not apply heat.


WET BOOKS OR DOCUMENTS

· Freeze as soon as possible.

WET PHOTOGRAPHS
· Dry on flat surface, glossy side up.

· If stuck together, place in tray of water and allow them to come apart naturally. 

WET FILM

· Keep covered in water until professional help is found. WET METAL, GLASS OR CERAMIC OBJECTS

· Air dry quickly.

· If necessary mop gently with clean, soft, dry lint-free cloths or paper towels.

·  A warm air blower, hair dryer, may be used on metals with caution.
                          OBJECTS THAT HAVE DRIED AFTER BEING WET

· Keep in a cool, well-ventilated place apart from those that have not been wet.

· Although it is not necessary to bag or wrap them, inspect them daily for mold. If mold is found, spray with Lysol, remove to the wet storage area and treat as wet objects. 

SMOKE DAMAGED, SCORCHED, CHARRED OR DIRTCAKED OBJECTS

·  Handle as little as possible

·  Do not try to clean.

· If they are dry, treat as dry objects, if they are wet, treat as wet objects.
Please note that these are strictly emergency first aid measures to be used only when a conservator is not immediately available (A conservator should be called as soon as possible).  They do not address all the problems that will arise, but they should minimize the damage that may occur until help arrives.
Appendix 3

Staff Orders 5.10
According to the Staff Orders, which governs the conduct of Public Officers within the Public Service, Section 5.10 deals with: 

The preservation and destruction of official document

5.10  The preservation and the destruction of Government documents are regulated by the following and Permanent Secretaries and Heads of Departments are guided accordingly:

(1) No correspondence or document shall be considered for destruction before it is five years old.

(2) Any file over five years old, shall bear a direction by an authorized officer in the Ministry that it shall be:

(a) preserved because of its continuing value to the Government; or

(b) destroyed at once; or

(c) destroyed on a stated date if there is no further action.

(3) If a file is retained in accordance with sub-paragraph (2) (a) of this Order, it shall be kept for fifteen years from the date of its creation, and shall then be considered by the Government Archivist for destruction or for further retention.

(4) A record shall be kept of all documents and files destroyed and the date on which they were destroyed.

(5) The following shall not be destroyed:—

(a) Documents required by law or regulations to be preserved;

(b) Documents of historical or other interest, particularly those relating to the History of Saint Lucia or of the West Indies;

(c) Documents relating to land and the ownership thereof, and to the value of land and property especially Crown Lands;

(d) Documents that are more than fifty years old;

(e) Documents referring to:—

(i) policy decisions, precedents, legal opinion and the preparation of legislation;

(ii) the evidence of rights and obligations of Government, and claims for compensation not subject to limitations in time;

(iii) reports on field trials and experiments;

(iv) reports by departmental committees and working parties;

(v) organization and staffing and the personal files of public officers.

Court records and documents

5.11 The provisions of Orders5.10 do not apply to legal and Judicial Departments, where official documents are subject to special legal provisions.

Notwithstanding the provisions of the above Staff Orders, it is imperative that the Government considers enacting specific legislation to ensure full compliance with the provisions of the above back-up policy. Therefore it is recommended that the following legal instruments be drawn up in collaboration with this draft policy.
The following policies and Acts, or variations thereof, are recommended:

· Information Asset Protection Policy

· Data Protection Act

· Public Records Act

· Disposal of Documents Order/ Records Disposition Authority

· Appointment of Public Records Administrator

· Tampering with Public Records Act

Appendix 4
Continuity of Operations [COOP]
The responsibility for Continuity of Government is a shared responsibility.  The Continuity of Operations (COOP) for the Government of Saint Lucia Plan is Document Number: 0310 of the Saint Lucia National Emergency Management Plan and is a stand-alone Volume.

Appendix 5

Reading List

The advisory web sites that follow can help you decide the appropriate backup and retention schedules: 

· Backup Rotations – A Final Defence. This is a white paper that describes backup file rotations. http://www.sans.org/infosecFAQ/sysadmin/rotations.htm 

· Electronic Data Retention Policy. This is a white paper about establishing an electronic data retention policy. http://www.sans.org/infosecFAQ/backup/retention.htm   

· Backup Strategy: Ten Tapes Rotation - This article provides an explanation of how a ten-tape cycle works. http://www.acs.unimelb.edu.au/backups/strategy.html 

· The How and When’s of Tape Backups – This article provides advice on making tape backups, and reviews various software backup utilities. http://www.networkcomputing.com/1205/1205ws1.html 

· Creating a Backup Schedule – This is an article with questions and answers about creating a backup schedule. http://uwsg.indiana.edu/usail/backups/schedule/ 

· Encrypting Backups for Additional Security – This is an article about encrypting file backups. Some software packages are discussed. http://searchstorage.techtarget.com/tip/1,289483,sid5_gci756807, 00.html 

Information on backup packages, storage media, and media life expectancy can be found at the following web sites: 

· Backup Packages – This article provides a brief description of four backup packages: ArcServe, OmniBack, Reliaty Backup, and Networker. http://www.uwsg.indiana.edu/usail/backups/packages/ 

· Choices in Backup Devices and Media – This paper reviews the limitations of floppy disks, magneto optical and floppy disks, optical disks, hard drives and disks, magnetic tapes, jukeboxes, and stack loaders.  http://www.uwsg.indiana.edu/usail/backups/media/ 
· Storing Backups and Media Life Expectancy – This article discusses the life expectancies of: magnetic tapes (1 year), video tape (1-2 years), magnetic disks (5-10 years), optical disks (30 years), and write-once CDs (30+ years).  http://www.uwsg.indiana.edu/usail/backups/storing/
Appendix 6:

Agencies to be conferred with 

	Liaison Officers

1. Prime Minister’s Office

2. Ministry of Finance and Economic Affairs

3. Ministry of Establishment

4. Ministry of Foreign Affairs and International Trade

5. Ministry of Physical Planning, Development Environment and Housing

6. Ministry of Public Service

7. Ministry of Legal Affairs, Home Affairs and Labour

8. Ministry of Tourism and Civil Aviation

9. Ministry of Social Transformation, Culture, Local Government and Cooperatives

10. Ministry of Health, Human Services, Family Affairs and Gender Relations

11. Ministry of Agriculture, Forestry and Fisheries

12. Ministry of Communications, Works, Transport and Public Utilities

13. Department of Youth and Sports

14. Ministry of Commerce, International Financial Services and Consumer Affairs

15. Ministry of Education, Human Resource Development

16. Customs & Excise Department

17. Inland Revenue Department

18. Accountant General Department

19. Audit Department

20. Statistics Department


	Other Government Departments

1. Documentation Centre – OPM

2. GIS - OPM

3. Information Unit – MoH

4. Information Unit – MoA

5. National Archives

6. National Trust

7. Folk Research Centre

8. A&H Society

9. Government Printery

10. Radio Saint Lucia

11. FINMAN

12. Civil Registry

13. Company Registry

14. Police Service
15. Fire Department
16. Cultural Development Foundation

17. Treasury

18. General Post Office

19. Courts

20. Immigration Department


	Community Development Officers

1. Vieux Fort North

2. Vieux Fort South

3. Gros Islet

4. Castries North East/Babonneau

5. Castries South East

6. Castries South

7. Dennery North

8. Dennery South

9. Micoud North

10. Micoud South

11. Laborie

12. Choiseul

13. Soufriere

14. Canaries/ Anse-la-Raye
Councils

1. Vieux Fort

2. Gros Islet

3. Castries

4. Dennery

5. Micoud

6. Laborie

7. Choiseul

8. Soufriere

9. Canaries

10. Anse La Raye



	Others

1. Mr. Jean Mathurin: Ministry of …………..

2. Mr. Lyndon Arnold:  Ministry of Finance

3. Mrs. Margot Thomas: National Archives

4. Ms. Jennifer Gaston:  Saint Lucia National Trust

5. Mr. Eric Brandford: Archaeological & Historical Society

6. Ms. Dawn George: Documentation Centre – G.I.S

7. Mrs. Vanesta Moses Felix: Documentation Centre – G.I.S

8. Mr. Nigel Edwin: Customs and Excise Dept.

9. Mr. Herman St. Helene: Customs and Excise Dept.

10. Mr. Robert Lee:  Folk Research Centre

11. Ms. Heather Patrick:  Medical Records Dept. – Victoria Hospital

12. Representative - Immigration Dept.

13. Head of Department: Information Unit - Ministry of Health

14. Administrative Officer: Police Department or Systems Manager: Police Dept.

15. Mr. Kyvin Tobias: AC/Inland Revenue 

16. Head of Department: Land Registry – Ministry of Physical Development

17. Head of Department/Systems Manager: Registry Dept.

18. Head of Department/Systems Manager: Accountant General’s Dept.

19. Head of Department/Information Unit: Ministry of Agriculture

20. Mr. Roger Joseph: Radio Saint Lucia




































